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THE MONTHLY MESSAGE

This month, we cover Dark-Web Monitoring:
DO YOU KNOW WHAT'S LURKING IN

THE DARK WEB?

DID YOU KNOW?

99% of businesses aren’t protected from cyber threats

e 85% of businesses with 1-1000 employees have already
been BREACHED but don’t know it yet

e The Dark Web is 550 times bigger than the surface/
searchable web and growing

e Once infiltrated, your confidential information is bought
and sold on the Dark Web.

WHAT IS THE DARK WEB?

The cybercrime landscape is evolving fast . Cybercriminals are
smarter and more organized now, almost functioning like
professionals. The parallel universe where they operate in a
corporate-like manner is called the Dark Web.

THE INTERNET CAN BE CATEGORIZED INTO 3 PARTS:

1. SURFACE WEB - ‘regular’ websites--show on web searches.
2. DEEP WEB - shows in web searches, log in to view content.
3. DARK WEB - Isn’t visible to search engines and requires use
of an anonymizing browser to be accessed. Typically hosts illic-
it content like: Credit card details, stolen logins, accounts like
Netflix, contact details/platform for striking deals.

(Continued on Page 2)

Whether it's in the office or out in the
community, you can catch us
with our masks ON!
Hreadytoserve #maskup
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ALEX SPENCER - TECHNICAL ACCOUNT MANGER

Year Started at Pantheon:
2014

Favorite Food:
Chinese

Fun Fact:
Pantheon sent me to
Puerto Rico for a conference!

Favorite Pantheon Memory:
Moving into our new building and seeing all our growth!

What Do You Like Doing In Your Spare Time?
Playing Golf and Working on My Truck

We work to provide clients with the right tools and people to support their Technology.
From a growing businéss to a multi-site enterprise,
as your Managed IT Partner we are with you every step of the way.
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P — WHAT'S NEW WITH PANTHEON?

S I Congrats to Office
Manager/Sales Coordinator
Nikki Dulas on graduating with

WHAT CAN YOU DO? oy s

Business Management from

DARK WEB 3 : Rasmussen College!
MONITORING SERVICES Sl We are so proud of you and

A company may help you: thankful for all you do!
Information monitoring - Keep an eye out for any

information you specify or that is related to you that
may be present or traded on the dark web.

We welcomed 2020 grad Ella

Vulnerability alerts - Entities are willing to give away Wiebusch to th.e team as our
information about vulnerabilities in certain systems/ Marketing Specialist!
software for a price. We watch for such information , .
and alert customers of such threats. We're excited to see what Ella
Provide suggestions - Offer industry insights, trends will do as she puts her
and benchmarks to help you tighten cybersecurity. creativity to work for all our

marketing campaigns!
SAFEGUARDING YOUR DATA -
Things you can do to keep your data safe: Mankato United Way
Password Hygiene 2021 Campaign Kickoff Challenge!
Follow industry best practices. Establish policies .
and rules for password sharing. Pantheon Tip: Old Computer Hardware Makes
st e G For Good Building Blocks
Train staff to identify spam, phishing, and other #buildingabettertomorrow
malware traps. Conduct tests and mock drills and
re-train those who don'’t pass them. Provide : } ..
updates on new threats. : ‘ PR

BYOD Policies
Establish a clear BYOD framework that will help you
manage the risks associated with this setup.

Access Permissions and Roles

Establish user roles for staff and give role-based
data editing, copying or sharing permissions so
employees only have as much access as they need.

We work to provide clients with the right tools and people to support their Technology.
From a growing businéss to a multi-site enterprise,
as your Managed IT Partner we are with you every step of the way. 2



